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ARIA – Automated access management

ARIA is a full cloud-based access and facility 
management solution

Completely customisable forms, workflows and 
management styles allow for integration of very different 
access infrastructures within a single application

Integrated messaging, automated reminders, stats 
generation, facility integration, reporting, CRM, peer/panel 
or no review, an ever increasing feature list.

Fully documented API endpoints for programmatic data 
access (used by synchrotrons and facilities across 
Europe)
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Customisable access workflow
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Full style and brand integration
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Currently in use by multiple funding infrastructure and 
facilities for managing access

Powering facility management for many different centers 
worldwide
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Facility and access management
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Full facility and machine 
management tool for 
planning internal usage and 
access users.

Manage machine outages 
and complex user booking 
workflows

Integrated with many access 
routes for the simplest user 
experience

Full single sign-on available
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ARIA and Single Sign-On

Integrated approach to 
authentication focused on 
the user perspective



© Instruct Structural Biology 2011

Maximum integration – user choice

ARIA is in use in many facilities and multiple access providers so 
single sign-on is critical

Users can choose from any of the authentication choices and 
connect external identities to a single Instruct account

Connected identities are used in the API endpoints to help identify 
common users between multiple systems (requires consistent 
identifier - not possible with eduGAIN)
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ARIA login page
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Instruct Authentication Service
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Instruct Authentication Service is 
gaining popularity with over 4000 
registered users

Identity service is in-progress to 
be fully integrated into EUDAT 
(European cloud data initiative) 
to allow seamless auto-
provisioning

In discussion with synchrotrons 
to allow authentication at 
beamlines via Instruct 
(Moonshot)
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Technology
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IDENTITY PROVIDERS

Custom software 
translates the 
Shibboleth identity 
to an ARIA identity

Multiple Shibboleth 
identities can 
resolve a single 
ARIA identity
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Problems, but solutions!

4000+ Scientific users Lots of users! ~600 users (last count?)

Consistent Identifier No trans-service identifier EAAHash

Allows self-registration Must have registered 
home organisation

Allows self-registration

Not connected to many 
services

Connected to many Connected to few

User authenticity
provided

User could be registered 
with an organisation

No authenticity of any 
kind

Authorization is handled 
internally

No external authorization No external authorization
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